EUROPEAN CENTRAL BANK “ '

EUROSYSTEM TARGET — -SECURITIES

General Information (Origin of Request)
[] User Requirements (URD) or GUI Business Functionality Document (BFD)
X] Other User Functional or Technical Documentation (SYS)

Request raised by: 4CB Institute: 4CB Date raised: 14/06/2013

Request title: Digital signature on business layer Request ref. no: T2S 0418 SYS
Request type: Common Urgency: Normal

1. Legal/business importance parameter: Low 2. Market implementation efforts parameter: Low
3. Operational/Technical risk parameter: Low 4. Financial impact parameter: No cost impact
Requestor Category: ECB Status: Authorised at Steering Level

Reason for change / expected benefits / business case:

The current UDFS 1.2.1 already states that signatures have to be constructed for each of the T2S message types. The
following message types on Business Layer, support NRO (Non Repudiation of Emission):

1) File with multiple 1ISO 20022 messages. The structure is described in UDFS 1.2.1 section 3.2.2.1.3

2) Single 1SO20022 Business Application Header and message. The structure is described in UDFS 1.2.1 section
3.2.2.1.3

Signing services have to use 1ISO20022 Business variant and includes following requirements:
1. Validation of digital signatures (XAdES-BES signatures);
2. Verification of certificates used for digital signing;

However, the current version UDFS 1.2.1 does not include the details of the Digital Signature. In order to provide all
T2S Actors with the necessary detalils, it is foreseen to include a dedicated annex in the UDFS.

This information should allow the T2S Actor to understand T2S behaviour and is necessary to implement the
respective handling in the T2S Actors application.

With the inclusion of the description into the UDFS, the handling of Digital Signature would be legally binding.
Furthermore by enhancing the information on the Digital Signature, the T2S Actors get the necessary information to
implement the respective handling in the T2S Actor’s application.

Description of Request:

The design goal for the proposed construction of signatures is that as much as possible is handled by standard XML
Digital Signature processing specifications and as little as possible by application specific processing. This makes it
less likely that errors and/or discrepancies occur in the different implementations, and therefore improve the overall
security of the solution.

The purpose of the requested change is to support a standard Signing on Business layer. This means verification of
certificates used for digital signing, validation and creation of digital signatures for Multi and single business messages.

Signature field within the schema head.001 and head.002:

Referring the Sgntr/xs:any element the Process Contents have to be changed from “lax” into “strict”, so that validation
should be strictly applied to the elements found in the position of the corresponding any or anyAttribute element,
respectively, in the XSD representation by setting its processContents attribute to "strict”. This allows elements from a
specific namespace with strict validation.

The current “lax” definition causes invalid messages and is not in line with other defined T2S customised schemas (e.
g. messages which use the SupplementaryDataEnvelope).




T2S Programme Office Request: T2S 0418 SYS

Proposed wording for the SYS Change request:
Proposed Implementation Release: UDFS version 2.0

The following figures/definitions/sections have to be updated as follows:

3.2.2.1.1 Application Header (Update of the provided sample)

<Sgntr>

0
<ds:Signature>.. .</ds:Signature>1
</Sgntr>

3.2.2.1.2 File Header (Update of the provided sample)

<Sgntr>

<<ds:Signature>.. .</ds:Signature>1
</Sgntr>

3.2.2.1.3 Digital Signature managed within the Application-Business-Layer

The purpose of this signature is to authenticate the business sender and guarantee the integrity of the
business payload. This business signature should be compliant with the W3C XAdES standard.

The (NRO) signature is stored in the BAH in case of individual messages or in the file header in case of
messages grouped into a file. In case messages grouped into a file, the BAH of the included individual
messages does not include a signature.

File (meaning multi-message):

The signature is part of the file header. It is over the list of BAH"s and 1ISO 20022 messages and covers the
whole <XChg> element of the Business File (head.002), except for the signature itself.

Single message:
The signature is over the ISO 20022 message and takes into account al the business processing relevant

information specified within the BAH (e. g. pair of BICs for definition of the instructing party), except for the
signature itself .The digital signature grouped in the BAH itself is not part of this signature calculation.

Further details referring the Digitale Signature construction on Business Layer can be retrieved from Annex
4.7 “Digitale Signature on Business Layer”.

3.3.5.1 BusinessApplicationHeaderV01 (head.001.001.01)

Sgntr/xs:any element the Process Contents have to be changed from “lax” into “strict”
(Schema and documentation; References/Links)

3.3.5.1.3 The message in business context

Update of all XML samples according to the detailed construction of the <Sgntr> field (see above).

3.3.5.2 BusinessFileHeaderV01 (head.002.001.01)

1 The detailed structure and of the signature field and the concept behind can be found
within the Annex 4.7 “Digitale Signature on Business Layer”.
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Sgntr/xs:any element the Process Contents have to be changed from “lax” into “strict”
(Schema and documentation; References/Links)

3.3.5.2.3 The message in business context

Update of all XML samples according to the detailed construction of the <Sgntr> field (see above).

4.7 (New Appendix) “Digital Signature on Business Layer”
See separate document.

Submitted annexes / related documents:
Annex 4.7

The updated schemas of the impacted messages will be available after the approval under the following link:
http://www.bundesbank.de/Redaktion/EN/Documentation/4zb/HtmIDoc/v1.2.1/CR/CR-Overview.pdf

High level description of Impact:

Outcome/Decisions:

- CRG meeting of 12 July 2013: The CRG decided to make some minor wording updates on the Change Request for
clarification purposes and recommended the approval of the updated Change Request.

- CSG resolution on 12 August 2013: Following a written procedure, the CSG adopted the resolution to approve the
Change Requests.

- Advisory Group’s advice on 12 August 2013: Following a written procedure, the AG was in favour of the Change
Request.
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4.7 Digitale Signature on Business Layer

The scope of this Annex is to provide detailed information for experts, which have to specify and han-
dle the generation and verification of Digitale Signatures on Business Layer.

4.7.1 Mechanism and Introduction for signature constructions

This Annex outlines how signatures are constructed for the T2S Business messages. The following
business message types have been identified:

e Message Type 1: File with multiple 1SO 20022 messages. The structure is described in
UDFS section 3.2.2.1.3;

e Message Type 2: Single 1SO20022 Business Application Header and message. The struc-
ture is described in UDFS section 3.2.2.1.3;

The design goal for the proposed construction of signatures in the following sections is that as much
as possible is handled by standard XML Digital Signature processing specifications and as little as pos-
sible by T2S specific processing. This makes it less likely that errors and/or discrepancies occur in the
different implementations, and therefore improve the overall security of the solution.

4.7.2 Use of XML and canonicalization algorithm

Exclusive XML canonicalization? has to be performed for above mentioned business messages on ex-
tracted data. It is important to ensure a context free extraction otherwise the signatures will be bro-
ken if either the message or the signature itself is modified due to inherited namespaces.

This implies that the canonicalization algorithm specified in the Signedinfo element and in all the ref-
erences should be in line with following information:

http://www.w3.0rg/2001/10/xml-exc-c14n#

1 Exclusive XML Canonicalization http://www.w3.org/TR/xml-exc-c14n/
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4.7.3 Message Type 1: File with multiple 1SO 20022 messages

For message type 1) the requirement in the UDFS section 3.2.2.1.3 states:

"The ath gi-(NRO)? signature is stored in the BAH in case of individual messages or

in the file header in case of messages grouped into a file. In case messages grouped into a file, the
BAH of the included individual messages does not include a signature.

File (meaning multi-message):

The signature is part of the file header. It is over the list of

BAH's and 1SO 20022 messages _and covers the whole <XChg> element of the Business File

(head.002), except for the signature itself.”

The signature, in particular, covers the whole BusinessFileHeader <XChg> element, except for the
signature itself. So consequently the following field will be not taken into account for Signature calcu-
lation:

Xchg/PyldDesc/ApplSpcfcinf/Sgntr/ds:Signatures

Hence a signature will then be constructed as follows:

o One reference (in blue below) points out the XChg itself. This is done using the same

document reference URI = ™", which means the entire document. To leave the signa-
ture element itself out of the digest calculation, the transform "#enveloped-signature”

is used.

) One reference (in yellow below) points to the Keylnfo element of the signature itself.
This is a XAdES# requirement.

1) A Message Type 15 signature example is reported in the below picture:

2 Non-repudiation of origin is intended to protect against the originator's false denial of having sent the message.

3 Due to the XAdES requirement the ds:KeyInfo element inside the ds:Signature is covered/protected by the signature.

4 ETSI TS 101 903 V1.4.2 (2010-12) XML Advanced Electronic Signatures

5 T2S is configured to produce and generate rsa-sha256 signatures, and use sha256 digest. T2S can also validate a rsa-shal
signature if it receives such a signature.
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<ds:Signature Id=" S8z=2ee338-014d-485%e-2385-bTZ155000474" xmlns:ds="http:/ vww.w3 org/2000/0%8 /xmldsigf">
<ds:SignedInfo> —
<ds:CanonicalizationMethod Algorithm="http:/ /fvww . w3 .org/ 200110/l —exc—cldng™ />
<ds :Signaturedethod Blgorithm="http:/vww w3 _org/Z2001 /04 ]l dsig-morefraa-sha?se™ /¥

kds:Reference URI=""> Reference
{ds:Irans:'cr_m} ) ) ) to the whole
<ds:Transform Algorithe="http: //www_w3.org/2000/09/xmldsigiermrel oped-signature™ />
<ds -Transform Algorithm="http: //www_W3_org/2001/10/ml-exc—cldng™ /> document,
</da:Transforms> less the
<ds :DigestMethod Blgorithm="http://www.w3_ org/2001/04 /xmlencish=256" _f}/ Sig nature
<ds :DigestValuexEUT Jy22 Tnt e T yEvdY £J /M +pEHAh5dgile? ot 2gill=</ds :DigestYalue >
Eids:Beferenca®
Fds:Reference URI="§ 4eaf74f7-08&b-410e-b2l14-45136a8lSbac"> Reference
<ds :Transforma> to KE‘ﬂI"IfEI
<ds :Transform Algorither="http: //www_w3_org/2001/10/xm]l -exc—cl4ng™ [/
</ds:Transforms> (a XAdES
<ds :DigestMethod Algorithm="http://www. w3 . org/ 2001704 /xmlencishs256" /> require ment)
<ds :DigestValuerBGepFqlih7eWgVHh22B16RF{RWhd fM el j¥+b0 texn Sk=</ds :DigestValue>
k/ds:Beferencex

< /ds:EignedInfo>
«<ds :SignatureValue>{zvbrDLi8{] BnsfEz. . . HNgew=</ds: SignatureValue>
<ds:FeyInfo Id="_4eaf74I7-088b-410e-bZl4-45136a8l5bac™>
<ds :H505Data>
<ds X503 CertificateMITEXTCCRARay . . - I¥SulkD3IGE 3 Usw=</ds: K503 eryificate>
< /ds:H5058Data>
</ds:EeyInfor
</da:Signature>

Reference to the message (head.002):

<Xchg xmlns="urn:iso:scd:iso:20022:cech:xsd:head.002.001.01">
<PyldDesc>
<PyldDtls>
<PyldIdr>FILEREF1</PyldIdr>
<CreDeindTm>2014-12-17T09:30:472</CreDtind
</PyldDtls>
<Appl3pcfcInf:>
<SysUsr>SystemUser¥1</SysUsc>
<Sgntr>...</Sgntr>
<TtlNbOfDocs>1</ Tt INbOfDocs>
</ ApplSpcfclnf>
<PyldTpDtls>
<Tp>1I5020022</Tp>
</PyldTpDhtls>
<MnfstDtls>
<DocTprcamt.003.001.05</DocTp>
<NbOfDocs>1</NbOfDocs>
</MnfstDtls>
</PyldDesc>
<Pyld>
<BizData xmlns="urn:iso:std:iso:20022:tech:xsd:head.003.001.01">
<AhppHdr xmlns="urn:iso:std:iso:20022:tech:xsd:head.001.001.01">,..</AppHdr>
<Document xmlns="urn:swift:xsd:DRAFT7camwt.003.001.05">...</Document>
</BizData>
</Pyld>
</ Xehg>
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2) A Message Type 1 structure example (including signature) is provided in XML format outside
of this document:

http://www.bundesbank.de/4zb/download/v2.0/businessfileheader/s_head.002.001.01.xmlsé

4.7.4 Message Type 2: single 1SO 20022 message’

For message type 2) the requirement in UDFS section 3.2.2.1.3 states:

"Single message. The signature is over the 1SO 20022 message and takes into account the business
processing relevant information specified within the BAH (e. g. pair of BICs for definition of the in-
structing party), except for the signature itself. The digital signature grouped in the BAH itself is not
part of this signature calculation.”

So consequently the following field will be not taken into account for Signature calculation:

AppHdr/Sgntr/ds:Signatures

In this case the BAH and the I1SO 20022 message are considered not to be in the same document.

“Technically speaking, the Application Header is a separate XML document standing apart from the
XML documents which represent the business message instance itself."

Since the documents that are referenced do not carry an ID attribute® that could be used for identify-
ing the specific document1o, it has been decided to use a T2S specific reference for the business mes-
sage,T2S ensures that the BAH and the corresponding 1SO message are always stored together.

6 Final Link depends on the usage of MyStandards for UDFS 2.0.

7 See also MUG (Message user guide) for BAH; http://www.is020022.0rg/bah.page

8 Due to the XAdES requirement the ds:KeyInfo element inside the ds:Signature is covered/protected by the signature.
915020022 do not support and specify an ID attribute, that can be used by T2S to uniquely identify BAH and 1ISO message.
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T2S Specific Reference for document signature

In the XML Digital Signature standard there is the possibility to use a reference with no URI i.e. omit-
ting the URI attribute entirely. However there can be at most one such reference in a signature, and
handling of it is T2S specific, and not covered by the XML Digital Signature standardit. Hence the ref-
erence to the message must be given by the context and known by the application.

The signature will then be constructed as follows:
e One reference (in blue below) points out the BAH (AppHdr) itself. This is done using the same

document reference URI = "”, which means the entire document. To leave the signature element
itself out of the digest calculation, the transform”#enveloped-signature” is used;

e One reference (in green below) is application specific and refers to the business message (no
URI). The application will provide the signature APl with the relevant message. The signature API
is customized to resolve the no URI reference to this message;

e One reference (in yellow below) points to the Keylnfo element of the signature itself (XAdes re-
quirements).

11 xmL Signature Syntax and Processing (Second Edition), W3C Recommendation 10 June 2008,
“http://www.w3.org/TR/xmldsig-core/”
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1) A message type 212 signature example (with application specific reference) is reported in the

below picture:

<ds:Signature Id="_0032dca5-8542-473d-blof-3e826cd5d3E7" mmlns :ds="http 1/ /www. w3 .org/2000/03 /amld=sigf ">

<ds:SignedInfo>

<ds::CanonicalizatiomMethod Rlgorithme"http:/ www.w3 . oog/Z001/10/ml —exc—cling™ />

<ds:SignatureMethod Algorithre="http:// /www._w3 _org/2001/04/mml dsig-moregrsa—shazZbe™ />

ds:Reference URI=""%
<ds :Tranaforma>

<ds :Transform Al gorithm="http: //www_w3_org/2001/10/:an]l —exc—cldng™ />
</da:Transforms>

J/dg:Beference>

<ds :DigestMethod Algorithom="http://www.w3.org/Z001/04 /xmlencishaZie™ />
<ds :DigestValue>FfgehhctTHIR St yj SBOPZ /7 IMyEChSwh TCEQwhiE5z /A=< /ds :DigestValue> /

<ds:Transform Algorithm="http: //vwuw.w3.o0rg/Z2000/ 09,/ ;anldsigienvel oped-signature™ />

[Fds :Referenca>
<ds:Tranaforms>

<ds:Transform Algorithr="http: // wWww._w3.0rgs/2001/10/mml—exc—cling§™ />
</ds:Transforms>

F/ds:Beference>

<ds :DigestMethod Algorithm="http://www.w3.org/Z001l/04 / mmlencishaZte™ />
<ds -DigestValue>hEXN3 t4XgQt2 fkJE THHAgy /2 1 cE PaAlInfDIT TvIdof=-</ds -DigestValud>

ds:Heference URI="F 05ddal0c0-fd01-4535-5db0-56cBeSd3dicl™
<ds :Transforms>
<ds :Transform Algorithm—"http: //www . w3_.org/2001/10/sanl—exc—cld4ng™ />
</da:Transforms>
<ds :DigestMethod Algorithm="http:/ /www.w3_.org/2001/04 /xmlencishazbe" />

JSdg:Beference>

<ds :DigestValuerboF 4T y7 73 sCLESd5YBEQqlijbuy 4R b xh 8z PFEFhon=</ds :DigestVylue>

</ds: 5ignedInfo>
<ds:SignatureValuerFtlFin3hzk5Y78Tm/ - - -newuwr=</ds: SignatureValue>
<ds:EeyInfo Id="_05dda0&0-£d01-4528-9db0-56c8ebd3dfcl ™
<ds:X50%Data>
<ds :K50%Certificate»MITEXTCCARag. . . I¥SudkD3IGE 3 Usw=</da:¥50%Certific
</d=s:H503Data>
</ds:FeyInfor
</ds:Signature>

General remark: The signature is over the ISO 20022 message and takes info account the

e

Reference to the
BAH, less the
signature

Application
specific
Reference

(to the message)

Reference to
Keylnfo

(a XAJES
reguirement)

business processing

relevant information specified within the Message Header (BAH), except the gignature itself.

The Digital Signature

in the BAH itself is NOT part of this signature calculation.

Reference to the BAH (AppHdr):

<AppHdr xmlns="urn:iso:std:izc:20022:tech:xsd:head.001.001.01" xmins:ixsi="http:// 1w, wd.0eg/2001/ KHZchema- instance™

<Fr>
<FIId>
<FinInstnlds
<BICFI>FACHFRP1000</BICFI>
<Othr>
<Id>FAAHFRP1000</ Id>
</othe>
<ClrSysMmbIds
<CleSyald>
<Prrry>TiS</Prrey>
</ClrSyalds
<M Id>Systenlser X1</ Mmb Id=>
</ 1rSysMnbId>
</Finlnstnld>
</FIld>
</Fe>
<Tox
<Flla>
<FinInstnld>
<BICFI>SETILSYST2S</BICFI>
<Qthe>
<Id>FAAHFRP1000</ Td>
</Othe>
</FinInstnld>
</FIld>
</ Tax

<BizM=gldr>15SROSZ45ECS500101</Bizlagldr>
<Maghefldrraemt,013.001,02</ Haghet Ide>
LERODEPTETITePTATAA: 251 1114/ CreDe>
<Sgntc>...</Sgntr>

</ Appite

Reference to the message (e.g. semt.013):

kbocument xsi:schemalocation="urn:svift:xsd:semt.013.001.02 TiS.xsd"” xmins="urn:svift:xsd:semt.013.001.02° \xmlns:xsi="http://vww.

3.00g/2001/ XHLSchema~-instance ™

<IntraPosBvmnt Inste>
<TxId>1SRS01801ALN1 </ Tx Id>
<Sfkpghects
<1d=-000370550</ Id:-
«/Stkpghcen>
<FinInatrmIds
<ISIN>FCODO3 620449</ ISIN>
</Finlnstrmld>
<IntraPositls>
<Sctlmltyr
<Faceknt6000</Facehml>
</5telmdty>
<3reimdes
<Dt>2012-09-28</De>
<f3etlmbt>
<BalFr>
«Cd> AWAS </ Cd>
</BalFr>
<BalTe>
<Prrey>
<Id>FFR1</Id>
<Isar>TiS</Issc>
<3 hmalme RT</ SchmeNm-
</Preey>
</BalTo>
</1IntraPoabtlss>
</ IntraPosMvmnt Insce>

</ bocument >

12 T2S is configured to produce and generate rsa-sha256 signatures, and use sha256 digest. T2S can also validate a rsa-shal

signature if it receives such a signature.
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<AppHAr xmlns="urn:iso:std:iso:20022:tech:xsdihead.001,.001.01% xminsixai="hetp:/
<Fr>
<FITd>
<FinInstnld>
<BICFI>FACHFRP1000</BICFI>
<Othe>
<Ids FAAHFRP1000</ Tds
</othe>
<CLlrSysMmd Id>
<ClrcSysld>
<Proey>T23</Pry
</ClrSyslds
<M Td>Systemls,
</ C1leSysMmb Id>
</FinInstnld>
</FIlds
</Fe>
<Tox
<FIId>

1</ Mmb Id>

<FinlnspAld>
<BICFI>SETILSYST2S</BICFI>
<Qrhe>

<Id>FAAHFRFP1000</ Td>
</Othr>
</FinInstnld>
</FIld>
/ Tox
<BizM=gldr>15SROSZ45EC500101</BizNagldr>
<MagDefIde>semt.013.001.02</ Haghet Idr>
<CreDe>2012-05-24T14:25:112</CreDe>
<Sgntc>...</Sgntr>
</ AppHdr>

ww, w3, org/ 2001/ XHLEchema- instance ">

<IntraPosMvmnt Instes
<TxId>1SRS01801ALN1 </ Tx Id>
<3tkpghocts
<I1d>000370550</ Id>
</3fkpghcet>
<FinInatrmlds
<ISIN>FCODO3 620449</ ISIN>
</Finlnstrmld>
<IntraPositls>
<Sttimluy>
<Faceknt6000</Facehml>
</3ttlmity>
<3reimdes
<Dt>2012-09-28</De>
<f3etlmbt>
<BalFr>
«Cd>AWAS </ Cd>
</BalFr>
<BalTe>
<Prrey>
<Id>FFR1</ Id>
<Isar>TiS</Isscry
<3¢ hawaNme RTS8 heaNme-
</Preey>
</BalTo>
</IntraFosDt ls:-
</ IntraPosMvmnt Inst
</ bocument >

kpocument xsi:schemalocation="ucn:avift:xsd:semt.013.001.02_T25.x8d” xmlns="ucrn:svift:xsd:sest.013.001.02% xmins:xsi="http://vwe.vd.or

01/ XALSchema-instance ™

2) A Message Type 2 structure example (including signature) is provided in XML format outside

of this document:

http://www.bundesbank.de/4zb/download/v2.0/businessapplicationheader/s_Semt.01_.SR.50

1801a.1_HDR.xml13

4.7.5 T2S usage of ds:Object, Attribute ID of the Signature and Keylnfo, Anchor of trust:

e Usage of block “Object”:

In message type 1 and 2 the ds:Object element is not used when constructing the signature. The T2S
signature API (Application Programming Interface) follows standard XML Signature Processing which

defines what happens when a ds:Object element is encountered:

o If the ds:Object (or its content) is referenced in ds:Signedinfo, then the API will verify
this reference as part of the signature verification;

o If the ds:Object is not referenced in ds:Signedinfo, then the API will ignore it, when
performing the cryptographic check of the signature.

13 Final Link depends on the usage of MyStandards for UDFS 2.0.
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However if the ds:Object contains e.g. XAdES Qualifying properties, these will be examined in order to
determine the signature format, I.e. is the signature a XAdES-BES or XAdES-T or XAdES-C.

T2S recommendation is to not use in message type 1 and 2 the ds:Object element.

e Usage of Attribute ID of the block “Signature”:

T2S will generate the ID attribute of the Signature element when building a signature to be sent to
counterparts. The ID attribute is optional for signatures sent to T2S. If present the value of the ID at-
tribute must be an underscore (”_") followed by a universally unique identifier (UUID), that is either

timebased (UUID version 1) or random (UUID version 4). The UUID generating system is responsible

for ensuring that all the UUID's in a single document are unique.

e Usage of block “KeylInfo”:

The XAdES standard allows two different methods to comply with the XAdES-BES requirement. In T2S
it has been decided to use the one that includes the signer certificate in the Keylnfo element:

0 Element Keylnfo must be present and must include the
ds:X509Data/ds:X509Certificate containing the signing certificate.

o0 The ID attribute on the KeyInfo element is mandatory and the value of the ID attrib-
ute must be a underscore (”_") followed by a universally unique identifier (UUID),

that is either timebased (UUID version 1) or random (UUID version 4).
0 The Signedinfo element must reference the Keylnfo element using the ID attribute.
Usage of the alternative

ds:Object/QualifyingProperties/SignedProperties/SignedSignatureProperties/SigningCertificate element
is not allowed.

e Anchor of trust

It is necessary that the parties have enough information to validate the signatures. This is ensured by
having the same anchor of trust in both ends and providing certificates in Keylnfo. Depending on the
Certificate Authority (CA) structure and the chosen anchor of trust, the number of certificates included
in the Keylnfo element may vary:

e In case of a root CA that issues intermediate CA certificates that in turn issue the signer certif-
icates, the chain in the KeyInfo element depends on the chosen anchor of trust:
o If the anchor of trust is the intermediate CA, then the chain in the Keylnfo element
need only to contain the signer certificate;
o If the anchor of trust is the root CA, the chain in the Keylnfo element must include

both the signer certificate and the intermediate CA certificate.

e In case of a root CA that issues signer certificates directly, the root CA is the anchor of trust:
The chain in the Keylnfo element needs only to contain the signer certificate.

The parties communicating must use the same certificates as anchor of trust. It is up to T2S for each
CA to choose the certificate (root or intermediate) that constitutes the anchor of trust.
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- <Xchg xmIns="urn:iso:std:is0:20022:tech:xsd:head.002.001.01">
- <PyldDesc>
- <PyldDtls>
<Pyldldr>FILEREF1</PyldIdr=>
<CreDtAndTm=>2014-12-17T09:30:47Z</CreDtAndTm>
</PyldDtls>
- <ApplSpcfcinf>
<SysUsr>SystemUserX1</SysUsr>
- <Sgntr>
- <ds:Signature Id="_8af629dd-bb2c-4207-bOb4-c3edb7d17444" xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
- <ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
- <ds:Reference URI="#_f6fa91c7-ee9f-4702-8f08-820bd7a86ac2">
- <ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
</ds:Transforms=>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue>wFOmYpRxXS6RAOXOdrIZKfmV3Tza4jVWWB8AfgOefdogU=</ds:DigestValue>
</ds:Reference>
- <ds:Reference URI="">
- <ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"” />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
</ds:Transforms=>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue=LQSKT1Mksb6iSiygwCmAAs/ZKd9NkwI068Kukx9JP/U=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>rLCX6pUzTEYGAHMNu/NczFwbXVgncgVsjmhCNNNsXjbU8CqJleytFM3XJFvPocqqTX2ZsPg+GAE89xFBb2xe7j8Z1m:
- <ds:KeylInfo Id="_f6fa91c7-ee9f-4702-8f08-820bd7a86ac2">
- <ds:X509Data>

<ds:X509Certificate>=M11DODCCArigAwIBAgIBBTANBgkghkiGOwWOBAQsFADBMMQswCQYDVQQGEWJIGUjEcCMBOoGAL1UECgwTS2V5bm'
</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
</Sgntr>
<TtINbOfDocs>1</TtINbOfDocs>
</ApplSpcfcinf>
- <PyldTpDtls>
<Tp>1S020022</Tp>
</PyldTpDtls>
- <MnfstDtls>
<DocTp>camt.003.001.05</DocTp>
<NbOfDocs>1</NbOfDocs>
</MnfstDtls>
</PyldDesc>
- <Pyld>
- <BizData xmIns="urn:iso:std:is0:20022:tech:xsd:head.003.001.01">
- <AppHdr xmIns="urn:iso:std:is0:20022:tech:xsd:head.001.001.01">
- <Fr>
- <Flld>
- <FinInstnld>
<BICFI>=CSDPARTCPNT</BICFI>
- <Othr>
<1d>CSDBICIDXXX</Id>
</Othr>
</Finlnstnld>
</Flld>
</Fr>
- <To>
- <Flld>
- <FinInstnld>
<BICFI>CSDBICIDXXX</BICFI>
- <Othr>
<Id>SYSTEMIDT2S</ld>
</Othr>
</Fininstnld>
</Flld>
</To>
<BizMsgldr>REF3</BizMsgldr>
<MsgDefldr>camt.003.001.05</MsgDefldr>
<CreDt>2014-12-17T09:30:47Z</CreDt>
</AppHdr>
- <Document xmIns="urn:swift:xsd:DRAFT7camt.003.001.05">
- <GetAcct>
- <MsgHdr>
<Msgld>REF3</Msgld>
- <ReqTp>
- <Prtry>
<Id>CASB</Ild>
</Prtry>
</ReqTp>
</MsgHdr>
- <AcctQryDef>
- <AcctCrit>
- <NewCrit>
- <SchCrit>
- <Acctld>
- <EQ>
- <Othr>



<Id>T2SDEDICATEDCASHACCOUNT1</Id>
</Othr>
</EQ>
</Acctld>
<Ccy=EUR</Ccy>
- <AcctOwnr>
- <Finlnstnld>
<BIC>=ACCTOWNRXXX</BIC>
</FinInstnld>
</AcctOwnr=>
- <AcctSvcr=>
- <FinInstnld>
<BIC>ACCTSVCRXXX</BIC>
</FinInstnld>
</AcctSvcr>
</SchCrit>
</NewCrit>
</AcctCrit>
</AcctQryDef>
</GetAcct>
</Document>
</BizData>
</Pyld>
</Xchg>



- <AppHdr xmIns="urn:iso:std:is0:20022:tech:xsd:head.001.001.01" xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
- <Fr>
- <Flld>
- <FinInstnld>
<BICFI=FACHFRP1000</BICFI>
<Othr>
<ld>FAAHFRP1000</Id>
</Othr>
- <ClrSysMmbld>
- <ClIrSysld>
<Prtry>T2S</Prtry>
</ClrSysld>
<Mmbld>SystemUserX1</Mmbld>
</ClrSysMmbld>
</FinInstnld>
</Flld>
</Fr>
- <To>
- <Flld>
- <FinInstnld>
<BICFI>SETTLSYST2S</BICFI>
- <Othr>
<Id>FAAHFRP1000</Id>
</Othr>
</Finlnstnld>
</Flld>
</To>
<BizMsgldr=1SR0524SEC500101</BizMsgldr>
<MsgDefldr>semt.013.001.02</MsgDefldr>
<CreDt>2012-05-24T14:25:117</CreDt>
<Sgntr=>
- <ds:Signature 1d="_be4dd7de-c63a-43a6-9b62-f69290939eb6" xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
- <ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
- <ds:Reference URI="#_98742d60-2afc-4fa7-a731-828756ce47b1l">
- <ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue=>vB/xxu+qkEVUH5i9uVdBHOXOp6+XDsAn/iHxH+UiMGo=</ds:DigestValue>
</ds:Reference>
- <ds:Reference URI="">
- <ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
</ds:Transforms=>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue=hWGKHPuU5IMYxe4KFYyaMOFWYqOw2pi+BYnYvHEwmM/Z8=</ds:DigestValue>
</ds:Reference>
- <ds:Reference>
- <ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue>10eHeNdIM1v177MOHzFsmPOIBMYvdPXVURCcR77hAgUg=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue=>HIlitYLicuu5drRrzu5CFxk5GZ3LDOONEPCrXkfWiu54y0zA3P2r6AlelcYldueY8nioLEvcZcvKVS4zt6bbHVBRRaWmMU+JfIE
- <ds:Keylnfo Id="_98742d60-2afc-4fa7-a731-828756ce47b1">
- <ds:X509Data>

<ds:X509Certificate=MI11DODCCArigAwIBAgIBBTANBgkghkiGOWOBAQsSFADBMMQswCQYDVQQGEWJIGUJECMBOGA1UECgWTS2V5bmVjd(
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
</Sgntr>
</AppHdr=>
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